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Phishing Awareness



What is Phishing?

Phishing email messages, websites, and phone calls are 
designed to steal money or sensitive information. 
Cybercriminals can do this by installing malicious 
software on your computer, tricking you into giving 
them sensitive information, or outright stealing 
personal information off of your computer.



4 Types of Phishing Attacks
Social Engineering - On your Facebook profile or LinkedIn profile, you 
can find: Name, Date of Birth, Location, Workplace, Interests, 
Hobbies, Skills, your Relationship Status, Telephone Number, Email 
Address and Favorite Food. This is everything a Cybercriminal needs 
in order to fool you into thinking that the message or email is 
legitimate. 

Link Manipulation - Most methods of phishing use some form of 
deception designed to make a link in an email appear to belong to 
the spoofed organization or person. Misspelled URLs or the use of 
subdomains are common tricks used by phishers. Many email clients 
or web browsers will show previews of where a link will take the user 
in the bottom left of the screen or while hovering the mouse cursor 
over a link. 



4 Types of Phishing Attacks
Spear phishing - Phishing attempts directed at specific individuals 
or companies have been termed spear phishing. Attackers may 
gather personal information (social engineering) about their 
targets to increase their probability of success. This technique is, 
by far, the most successful on the internet today, accounting for 
91% of attacks.

Clone phishing - A type of phishing attack whereby a legitimate, and 
previously delivered email containing an attachment or link has had 
its content and recipient address(es) taken and used to create an 
almost identical or cloned email. The attachment or link within the 
email is replaced with a malicious version and then sent from an 
email address spoofed to appear to come from the original sender. 



1. The first question you have to ask is, “Do I know this person?” or “Am I expecting an email from the 
person?” If you answered no to either question, you must take a harder look at other aspects of the 
email

2. Phishing emails will often come with subjects that are in all capitals or have multiple exclamation marks 
in order for you to think that this email is important or that you should take the recommended action 
within the email. 

3. A  large amount of phishing emails will blank out the To: or Cc: fields so that you cannot see that this is a 
mass email to a large group of people. 

4. This is a targeted email (Spear Phishing) to AMDA, so more than likely, this was sent to everyone at 
AMDA that the sender had in their address book.

5. Hovering your mouse over the link, you can see that this is not taking you to a AMDA address, but rather 
to an external site. This site would either prompt you for a password, then steal that password, or would 
download a malicious file infecting your computer.

Examples of Phishing Attacks



Examples of Phishing Attacks

1. Looking at the Sender, you can see that this is not from a AMDA email address, but rather a 
Gmail address. This should be the first warning that this is not a legitimate email since it is 
talking about an AMDA email upgrade. 

2. Once again, the To: field is greyed out so that you can’t see this is a mass email. Also, as 
referenced by the Subject line, “AMDA Upgrade”, this is a targeted attack to AMDA email 
addresses. 

3. As you can see, this link is not a part of the AMDA domain, but an external site at jimdo.com. 
This should be another warning that this is not a legitimate email, and more than likely 
phishing for your credentials.



Examples of Phishing Attacks

1. These emails are harder to spot because they look exactly like legitimate emails you would 
normally receive. The first cue that something is not right with this email is the sender. It is a 
generic address, member@ebay.com.  You would never see this from a legitimate email, you 
would see the username of the buyer/seller; e.g.; valdostarocks@ebay.com

2. The question you have to ask yourself is did I buy anything from ebay recently, and if I did, is this 
what I purchased? If no to these questions, then you more than likely have a phishing email.

3. The last piece is the most critical in seeing if the email is in fact a phishing email. If you hover your 
mouse over the button it is wanting you to press, you see that this is not taking you to an 
ebay.com site, but rather an external site that will more than likely try to steal your ebay
credentials. 



Examples of Phishing Attacks

1. The sender is not a valid AMDA address, but rather a @pugmarks.com address. The name is also 
a generic “Admin Team” which does not match up with the email address.

2. The subject line is in all capitals and using multiple exclamation marks trying to get your 
attention. 

3. Hovering your mouse over the link, you can see that this is not a valid AMDA address, but rather 
an external site trying to steal your credentials or install malicious software.



Examples of Phishing Attacks

1. This is a common phishing email and looks completely legit, with the name of “Verizon Wireless”, but 
if you look at the actual email, it is an @tin.com address rather than a @verizon.com address. 

2. Once again, the To: line is missing, indicating that this is a mass email that they want to avoid you 
seeing.

3. Hovering your mouse over the link, you can see that this does not take you to a Verizon website, but 
rather to a random website which would more than likely take your login information and take over 
your account to take your billing information. 



Can you spot the tell-tale signs of a phishing email?



Can you spot the tell-tale signs of a phishing email?

1. The first thing to ask yourself, do I know this person and should they be emailing me about email 
accounts. If you answered no, then more than likely it is a phishing attempt. 

2. The To: and Cc: are not showing so that you wont be able to tell this is a mass email attempting to get 
as many people as possible.

3. Hovering your mouse over the link, you can see that this is not a valid valdosta.edu address, but rather 
an external address attempting to get your email credentials or install malicious software. This should 
be your main “Aha” moment to let you know that this is indeed a phishing email.

4. The signature is generic and trying to lull you into a false sense of security by saying this is the 
“Webmail Administrator”



Tips to protect yourself from Phishing emails.

• I.T. will NEVER ask for your password over email. Please be wary of any emails asking for 
passwords. Never send passwords, bank account numbers, or other private information in 
an email.

• Be cautious about opening attachments and downloading files from emails, regardless of 
who sent them. These files can contain viruses or other malware that can weaken your 
computer's security. If you are not expecting an email with an attachment from someone, 
such as a fax or a PDF, please call and ask them if they indeed sent the email. If not, let them 
know they are sending out Phishing emails and need to change their email password 
immediately. 

• Never enter private or personal information into a popup window.
• If there is a link in an email, use your mouse to hover over that link to see if it is sending you 

to where it claims to be, this can thwart many phishing attempts.
• Look for 'https://' and a lock icon in the address bar before entering any private information 

on a website.
• Look for spelling and bad grammar. Cybercriminals are not known for their grammar and 

spelling. Professional companies or organizations usually have staff that will not allow a mass 
email like this to go out to its users. If you notice mistakes in an email, it might be a scam.



What to do when you think you received a phishing email

• First, do not click on any links within the email or download any attachment. 

Contact or Forward the email to help@xpertechs.com for a Network 

Administrator to examine and determine if it’s legitimate.  

• If there is an attachment in the email, and you recognize the sender but aren't 

expecting an attachment from them, please call them and ask if it is 

legitimate.

mailto:help@xpertechs.com


Virtual Private Networks



Virtual Private Networks

Virtual Private Networks (VPNs) allow users to access a virtual 

environment remotely. Inviting foreign devices into a closed network is 

not without its conveniences, but the process exposes the virtual 

environment to a number of hazardous security threats.

http://gibraltarsolutions.com/secure-remote-access-sra-vs-virtual-private-networks-vpn-1/
http://gibraltarsolutions.com/the-1-security-mistake-you-can-never-afford-to-make/


VPN Connecting a Remote Client to a Private Intranet

When the VPN connection is created, the remote access client can access the resources 

of the private intranet. The following figure shows remote access over the Internet.



Threat #1 – Viruses, Malware, Trojans, and More…

When external devices access a secured network, like a VPN, they do so without the 

operation security of the network; any issue plaguing the device is brought into the 

network right alongside the device itself.

Networks must content with harmful software affecting the laptops, tablets and 

smartphones of users, and also have to deal with public machines, like hotel, café or 

airport devices, which are very susceptible to infection.



Threat #2 – Transfer of Private Company Data

Another potential problem with allowing employees remote access to company 

networks via personal devices is the creation of exit points of corporate data. 

Confidential information never meant to leave the network may be exposed to all kinds 

of threats previously protected from by the company’s network.

AMDA



Local Antivirus & Malware protection that is automatically updated and runs periodic 

scans.

o Bull Guard

o G Data

o Zone Alarm

o Kaspersky

o Malware Bytes 

What Can Be Done to Prevent Threats to the Corporate Network 





OneDrive for Business

Microsoft OneDrive for Business is your professional document library—the business 

version of the OneDrive consumer service. OneDrive for Business uses Microsoft 

Office 365 hosted productivity software (Microsoft SharePoint Online) to store and 

organize your work files in the cloud. Think of it as your “My Documents”.

When you store your files in the cloud, it’s easy to share them with your coworkers so 

that they can review or edit the content. Sharing files this way is much more efficient 

than attaching them to email messages. OneDrive for Business also makes it easy to 

access and sync your files from anywhere and from multiple devices, even when 

you’re not on the corporate network.



Store Your Work Documents & Files In The Cloud

vs. 

OneDrive for Business

 Considered a “Storage Location”

 All files that you store are private unless you decide to share them. 

 Best place to upload private work documents

SharePoint

 Considered a “Team Site”

 Best place to upload Team files/documents for collaborative 

 Provides check-in, workflows and permissioning



• What is OneDrive for Business?

• Set up on your phone or tablet

• Basics

• Upload files and folders

• Create files and folders

• Share files and folders

OneDrive for Business Training

https://support.office.com/en-us/article/What-is-OneDrive-for-Business-b30da4eb-ddd2-44b6-943b-e6fbfc6b8dde?ui=en-US&rs=en-US&ad=US
https://support.office.com/en-us/article/Set-up-OneDrive-for-Business-on-your-phone-or-tablet-03bb3e62-d16f-4658-a632-ed30121560ef?ui=en-US&rs=en-US&ad=US&ocmsassetID=03bb3e62-d16f-4658-a632-ed30121560ef
https://support.office.com/en-us/article/OneDrive-for-Business-basics-110ca7b0-ae3d-4e51-a14c-9d583e2d630c?ui=en-US&rs=en-US&ad=US
https://support.office.com/en-us/article/Upload-files-and-folders-in-OneDrive-for-Business-5bd927ad-d186-495c-93e8-7ca116fe7b83?ui=en-US&rs=en-US&ad=US
https://support.office.com/en-us/article/Create-files-and-folders-in-OneDrive-for-Business-e1f59717-2f02-494d-93c6-8ef9613e82ba?ui=en-US&rs=en-US&ad=US
https://support.office.com/en-us/article/Share-files-and-folders-in-OneDrive-for-Business-72f26d6c-bf9e-432c-8b96-e3c2437f5b65?ui=en-US&rs=en-US&ad=US
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