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Milwaukee-based Hold Security 
announced earlier this month that     
a Russian crime ring has stolen    
the largest amount of internet 
credentials in history. They 
reported that over a billion 
usernames and password 
combinations along with 500 
million email addresses were taken. 
 

The Details of the Information 

Theft 
 

The gang of cyber criminals 
gathered up stolen credentials for 
several years and began buying 
personal information on the black 
market in 2011. But beginning in 
April 2013, they advanced their 
capabilities.  Alex Holden, the 
founder and chief information 
security officer at Hold Security, 
said that he believes that the group 
teamed up with another criminal 
group, which he has not yet 
identified, in order to learn more 
about various hacking techniques. 
 

Since then, the group has begun 
using botnets — networks of 
computers that have been      
infected by a virus — for stealing 
information on a massive scale.    
By July, they were able to steal    
4.5 billion records, each with a   

username and password. Although   
many of these records overlapped, 
Holden estimated that around 1.2 
billion of them were unique. 
 

According to the security firm, 
the hackers captured data from over 
420,000 websites. The victims were 

from countries around the world, 
and ranged in size from small 
businesses to large corporations. 
 

How to Protect Your Information 
 

While it remains unclear what 
companies were struck by the   
latest theft, there can be no doubt 
that both corporations and 
consumers should be cautious. 
Primarily, those concerned about 
the safety of their records should 
change their passwords, making 
sure not to duplicate passwords    
for multiple sites. 
 

Another crucial measure involves 
using a password manager tool. 
These applications create unique 
passwords for each site that a 
person visits, and then stores them 
in a database secured by a master 
password. This decreases the 
likelihood of a person using the 
same password twice or choosing 
one that is too easy to hack. 
 

 

While managing passwords it is a 
good first step it is just part of the 
solution. Other security features 
such as secondary or two-factor 
authentication should also be used 
when the opportunity presents 
itself. Websites that use this method 
will send users a message with a 
one-time code necessary to enter 
before accessing the system. 

 

While consumers should be on 
guard to protect themselves, 
information security companies are 
still the best option for stopping 
hackers. Contact XPERTECHS to 
review the best security options for 
your organization. 
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The 3 Biggest Problems Baltimore/Washington  

Corridor CEOs Have With Most IT Firms 
 

If you are a highly successful, results-oriented CEO who wants to focus your 
time, energy and money on growing your company, but find yourself constantly 
distracted and slowed down by chronic computer problems and incompetent IT 
support, then you probably don’t need us to tell you how frustrating that is.  
 

Problem #1: You Have Constant Technical Problems. 
Maybe you’ve experienced this yourself: You hire a so-called IT expert to 
support your computer network, but every time they “solve” a problem, two 
more crop up. Or the problem they were supposed to have solved keeps     
coming back again and again.  
 

Problem #2: They Don’t Understand How Critically Important Your Time Is. 
If you’re like most busy executives we work with, you’re the most important 
player on the team, with multiple time-sensitive projects and critical deadlines 
that can NOT be missed, yet most computer guys don’t seem to understand   
this. When you call their office, you get voice mail. When they finally get  
around to calling you back, they waste your time with a million dumb questions 
and walking you through a number of mind-numbing tasks (like rebooting), 
wasting even MORE of your time while they try to get a clue. If they can’t fix 
your computer that way, then you have to wait around for them to show up,  
take it back to their office, fix it and bring it back – a process that could take days.  
 

You shouldn’t have to tolerate this type of poor service. Our stance is that you 
shouldn’t be having those kinds of issues in the first place. Second, when you  
DO have a problem, it should be addressed IMMEDIATELY – not hours or 
days later.  
 

Problem #3: Poor Communication And Service. 
From arrogant technicians who talk over your head to 
zero communication on the status of your requests and 
projects, another BIG problem many business owners 
have with their IT person is poor communication skills. 
 

Imagine being able to just tell your consultant what 
you’re trying to achieve in your business and they make it happen – and    
provide REAL value by advising you on how to make those outcomes       
happen faster, cheaper and with less effort. 
 

Don’t Waste Another Minute Of Your Valuable Time!  

Call Us Today at (410) 884-0225 

 

Free Report Download 
 

If you want to prevent your 

personal or business identity 

from being stolen by a cyber 

criminal, this e-book is a 

MUST-read! 
 

 

 

 

 

 

 

 

 

 

 

 
 

You will learn:  
 

1) The top 3 ploys used by online 

identity thieves to easily gain 

access to your business and 

personal information and how      

to avoid them. 

2) 10 sneaky e-mails used to steal 

your identity that you should 

IMMEDIATELY delete if they 

land in your in-box. 

3) One easy, surefire way to keep 

your network and computers    

safe and secure from online 

thieves. 

4) Best practices to prevent your 

employees from inadvertently 

giving away passwords and    

other “keys to the castle” to 

Internet criminals. 

 

Claim Your FREE Copy Today at 

www.XPERTECHS.com/reports   

5090 Dorsey Hall Dr. Ellicott City, MD 21042 

(410) 884-0225 | www.XPERTECHS.com 

Stay Connected with 

XPERTECHS 
 

www.facebook.com/

XPERTECHS 

 

@XPERTECHS 

 
www.linkedin.com/

company/XPERTECHS 

 

Microsoft Windows Server 2003 will 

reach its End-Of-Life on July 14, 2015 
 

If you haven’t heard, Microsoft has announced that the 
end of life (EOL) for Windows Server 2003 is July 14, 
2015. Industry experts estimate that there are more 
than 10 million machines still running WS2003 soon 
to be stranded. 
 

If you’re wondering what this means for you, it comes down to this – there will 
be no patches or security updates, putting your applications and business at risk. 
New threats won't be addressed and your WS2003 systems will become a secu-
rity risk and compliance disaster. Do you have a plan in place to protect yourself? 
 

XPERTECHS can easily move your applications from machines that run         
outdated versions of the Windows OS onto a cloud or dedicated hosting          
environment that runs Windows Server 2008 (R2) or Windows 2012.  

http://www.URL.com/identitytheft


 

Shiny New Gadget 

Of  The Month 

 
 

 

 

 

 

 

Jawbone Up 

 

UP is a system, wristband + 
mobile app that tracks how 

you sleep, move and eat so you 
can know yourself better, make 

smarter choices and feel your 
best. Jawbone UP (and UP24, 
for those who like Bluetooth 
capabilities and real-time 
syncing with the app) helps 
you understand how you sleep, 
move and eat so you can make 
smarter choices; this little 
wristband keeps you in touch 
with your body and on top of 
your health. 
 
The new app displays 

movement and sleep, details 
and delivers insights, celebrates 
milestones and challenges you 
to make each day better. You 
can even team up with your 
friends in the UP app and 

share your accomplishments! 
 
Because you can achieve 
anything when you take it one 
day at a time, the UP Insight 
Engine suggests daily goals 
based on your unique patterns. 

Go further, stay hydrated and 
sleep better for a sense of 

accomplishment each and 
every day. Get your Jawbone 
UP at www.jawbone.com/up 
for $129.99. 

 

 

 

 

 

 

 

 
 

 

A Note From Michael’s Desk … 

It is hard to believe that the summer has come 
to an end and we are now facing the final 
months of 2014. Where has this year gone? 
  
If you are like me, the summer has ended much 
too quickly and you haven’t accomplished all 
that you set out to do this summer. But time 
waits forno one and I need to begin to focus my 
energy on the things I can complete these next 
four months. 
  
My most important objective is to keep our clients informed as to how they 
can benefit from cloud technologies that are increasing efficiency and perfor-
mance while improving reliability. Many of our clients have already moved 
from in-house Exchange servers to Microsoft’s Office 365. The combination 
of Email, Lync, SharePoint, DocuSign and other collaboration tools makes 
this a “no-brainer” for improving productivity while decreasing capital     
expenditures. If you haven’t made the move yet, call me to get a free demo    
setup for your company.  
 
Other clients have taken advantage of our cloud services offering called 
CLOUD XPERIENCE. This “XPERIENCE” provides true cloud based    
services in our local data center. Enjoy the benefits of a robust desktop     
environment and avoid the expense of purchasing, licensing and hosting 
your own applications by allowing us to host them for you. Say goodbye    
to the on-going hassles of dealing with in-house servers for good. 
  
And last but not least, I want to focus my attention on improving our       
customer service experience. This will mean adding new processes, toolsets 
and of course the right people to make this come together. So if you know  
of someone that is a great computer networking specialist looking for an  
exciting position with a dynamic company, please contact me directly at 

(410) 884-0225. If we hire them you will receive a $500 referral fee!  
 

Michael Mellott 
President, XPERTECHS 

    Please Join Us In Welcoming  

    Our Newest XperCARE Client  
 

           Greenebaum Enterprises 

 
Greenebaum Enterprises is a privately owned real estate company offering 
prime real estate in the District of Columbia, Maryland and Virginia region.  
 
While involved in all property types, their most notable achievement has been 
in two sectors: office buildings and large scale mixed use developments, includ-
ing the high quality mixed use development at Maple Lawn in Howard County.  
 
XPERTECHS will design and implement a new Proactive IT support system 
using our XperCARE Managed Service and Backup & Disaster Recovery plans. 

http://www.jawbone.com/up


 

A Little Back To  

School Humor 
 

 
 

 

 

 

 

 

 
 

Knock Knock! 
Who’s there? 

Dewey. 
Dewey who? 

Dewey have to go to school 
today? 
  
Have you heard about the 
teacher who was cross-eyed? 
She couldn’t control her pupils! 

  
What school supply is always 
tired? 
A knapsack! 

 
Teacher: Why is your homework 
in your father’s handwriting? 
Pupil: I used his pen! 

  
Teacher: You’ve got your shoes 
on the wrong feet. 
Pupil: But these are the only feet I’ve 
got! 

  
What is white when it’s dirty and 
black when its clean? 
A blackboard! 

 
Teacher: How many seconds in a 
year? 
Student: 12, January 2nd, February 
2nd, March 2nd… 
  

Mother: George, why does your 
geography exam have a big zero 
over it? 
 
George: It is not a zero. The teacher 
ran out of stars, so she gave me a 
moon instead! 

 

HOW TO STOP CYBERBULLYING 
 
Cyberbullying is when a child, preteen or teen is tormented, threatened,   
harassed, humiliated, embarrassed or otherwise targeted by another child, 
preteen or teen using the Internet, interactive and digital technologies or   
mobile phones. It has to have a minor on both sides 
because once adults become involved, it is plain and 
simple cyber-harassment or cyber-stalking. 
 
Turns out digital devices and the web make it much 
easier for a bully to harass someone; the anonymity 
and use of social media sites often make them bolder 
than they would be in  a face-to-face confrontation, 
and give them more opportunities to badger their tar-
get. As a parent, this is just another good reason why 
you should be monitoring your child’s PC and cell 
phone, as well as their Facebook, Twitter, SnapChat and other social-media 
site usage. Most social-media sites have a way for you to report this type of 
abuse and get violators and hateful commentary taken down from their sites.  
 
If your child becomes the target, you can try to get your school involved, but 
many schools have been shot down, even sued, for trying to interfere. If the 
abuse becomes physical, sexual or threatens physical or sexual harm, call the 
police. The schools aren’t equipped to handle that level of abuse. The police 
are. 

 

Are You Using Videos To Onboard New Employees? 
 

Most small businesses give new team members an Employee Handbook that 
outlines everything anyone needs to know about the company. We expect our 
new hires to read this and be ready to pick an insurance plan, a 401K choice, 
know the company dress code, code of conduct and even what they can and 
cannot do online. We often include a boring video for safety or sensitivity 
training. 
 
Many companies are now fast-tracking onboarding into a series of short videos 
that go through everything they need to know. It’s revolutionizing the new-hire 
onboarding process, and here’s why it’s such a great idea: 
 
1. Your employees are already watching videos: 

Many spend 95% of their time at work in front of 

a computer, and even outside work, they’re still 

staring at their smartphone or watching YouTube 

videos. People are used to getting information in 

this format, so why not use it? 

2. It works for employees of all trades: Even if 

your employees aren’t at a computer all day, videos are still a viable 

solution. You can e-mail the video to them so they can watch it on their 

smartphones or at home.  

3. It makes participation easier: Training videos should be short…3-5 

minutes at the most. You probably have more than 5 minutes of content, 

so break it up into chunks. It’s a lot easier for someone to read 2 pages  

and watch a 5-minute video. 

4. It makes delivery of information easier: Companies that are changing 

their insurance coverage, adding a rule or changing their dress codes may 

want to think about sending out a video e-mail with the explanations. 

Recent studies suggest two-thirds of employees would prefer to watch a 

video rather than go to a live meeting explaining the change.  
 


